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[{ens pa®OTHI: OCBOMTH HABBIKKU PAOOTHI CO CKAaHEPAMHU YS3BUMOCTEH.
3ananue:
1. HactpoiiTe Ha BUpTyanpHOM MammHe ssh-cepsep, ftp-cepsep u http-cepsep.

2. IlpounTaiiTe METOAMYKY TI0 CKaHepy Oe30MmacHOCTH nmap. BelnonHure
CJIETyIOLIUE CKAaHUPOBAHUSL:
1)  OnpeneneHue AOCTYMHOCTHM XOCTOB B Ballled mojaceTu (BbIOMpaeTre
1000 U3 METOJI0B MO UHCTPYKIIMH);
2)  CkaHupoBaHue NOpPTOB poyTepa, codctBeHHoro IIK, BupryanbHOI
MamuHbl  Linux. BbIMonHUTE CKaHUPOBAaHUS MHMHUMYM TpeMs pa3InYHbIMU
METO/IaMM CKaHUPOBaHUs. CpaBHUTE NOJyYECHHBIE PE3YJILTATHI.
3)  BrmonHuTe ckaHupoBaHue poyrtepa, cooctBernHoro [1K, BupTyanbHOU
MamuHbl Linux ¢ onpeaenenneM Bepcuu OC 1eneBoro ysia.
4)  BwmomHuTe CKaHMpOBaHUE poyTepa, coocTtBenHoro 1K, BupTyamsHOI
MaruHel Linux ¢ onpeeneHnemM BEpCHil CETEBBIX CEPBUCOB.
3. Ilocne 3Toro HEOOXOAUMO MEpPEHECTH pcap (aisbl U3 BUPTYaIbHON MallUHBI
Ha cBO10 padbouyro OC u mpoaHanm3upoBaTh WX B Iporpamme wireshark.
Xoxa paboTbl
VYeranoBunm Kali Linux Ha BUpTyadbHYHO MalllMHY, MOJKIIOYMIM K CETH 4Yepes
CETEeBOI MOCT ¢ XOCTOM M HacTpomiu ssh-cepsep, ftp-cepsep u http-cepsep.
IP anpec xocta — 192.168.56.1
IP anpec Kali Linux — 192.168.1.101
IP agpec poyTtepa — 192.168.1.1



1. Hacrtpoiika ssh
i

S eomPOr1| 2 4 | E _ A 80| @ e

kali@kali: ~

File Actions Edit View Help

tart ssh.socket
cali:

SUso L enable ssh.socket
Command * ' not found, did you mean:
command 'sudo' from deb sudo
command 'sudo' from deb sudo-ldap
Try: sudo apt install <deb name>

nable ssh.socket

HpOBepKa IIOOKJIFOYCHHUS 110 ssh
! kali@kali: ~ _ O %

1:"%.0—|-:::éh'§—an]c "1 sup PREEMPT_DYNAMIC Debian 5.18.5-

the exact d1’ l § :qram de_Lr1th in thv
individual files 1in f shar _ upyrwght

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable Taw. )
Last Togin: Fri Mar 24 07:56:14 2023 from 192.168.1.34

i~

2. Hacrpoiika ftp
sudo apt-get update
sudo apt-get install vsftpd
sudo service vsftpd start

[Iposepka ftp




% 192.168.1.101 — O X

st M. Coptuposats ~ 85— MpocmoTtpets ~ ses
T ;’ > WHtepHer > 192.168.1.101 v @] £ Mowmck s: 192.168.1...

Bol Desktop Documents
il P
}. 3
= 4
R

Wi Pictures Public

Downloads Music

Templates Videos

n
. Oni

I 5rc

SnemeHTOB: 8

11
a

3. Hacrpoiika http
sudo apt-get install apache2

[TpoBepka http



‘mP O]

Apache2 Debian Default Pag: = +

@ U DO localhost

Kali Linux § Kali Tools < KaliDocs i Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB

Apache2 Debian Default Page

%_
This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache2/
-- apache2.conf
‘--  ports.conf
-- mods-enabled

|-- *.load
-- conf-enabled
“-- *_conf

-- sites-enabled

|

|

|

| !

| -- ¥, conf
|

|

| >

| -- *.conf




Xon paboTbl
Ompenenenre JOCTYITHOCTH XOCTOB B Balllei MOJICETH:

- reot@kali: fThomefkali

File Actions Edit View Help

— [

[sudo] password for kali:
/home/kali
192,168 ;
arting Nmap 7

el Communications)

Host is up ( -

MAC Address: 126:88: (CyberTAN Technology)
Nmap scan re r

Host is up.

Nmap scan report for 192.168.1.181

Host is up.

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.

/home/kali

Pucynok 1 — Onpenenenne JOCTYITHOCTH XOCTOB

CkaHupoBaH#e IOpTOB poyTepa, coocTBeHHoro I1K, BupTyanbpHoi MammHbl Linux:
fhome/kali

closed tcp ports (reset)
STATE SERVICE
p open telnet
p open http
MAC Address: E FrFA9T ER:S6 1 Communications)

Nmap done: 1 IP address (1 host up) scanned in 1.86 seconds

ap scan
Host is up (
Not shown: 9
PORT STATE
en

| Communications)

Nmap done: 1 IP address (1 host up) scanned in @.82 seconds

Pucynok 2.2 — CkanupoBanue noptoB poyrepa TCP



!hume!kall

qup

Host is up (

Not shown: 95

PORT STATE SER

53/udp open dom

MAC Address: E8:37:7A:91:E6:56

Nmap done: 1 IP address (1 host up) scanned in 1

/home/kali

Host is up (@
Mot shown: 999 f1
STATE SERVICE
tcp open bi
MAC Address: @A: 7 lUnPnownl

Nmap done: 1 IP address (1 host up) scanned in 13.

Nmap s

Host is up (

Not shown: 999

PORT STATE 5
tcp open 1 C

9 (Unknown)

Nmap done: 1 IP address (1 host up) scanned inm 19.27 seconds

4 @9:54 EDT
Host is up
All 1@ canne rt 68.56.1 are in ignor
Not shown:
MAC Address:

Nmap done: 1 IP address (1 host up) scanned in 21.40 sec

4 @9:57 EDT

Ho;T is up

Not shown: 99? :
STATE SERVICE
open ftp
open ssh
open http

Nmap done: 1 IP address (1 host up) scanned in @.63 seconds

Pucynok 4.1 — CkanupoBaHue MopToB BUpTyasibHOK MamuHbl Linux SYN



/home/kali
192.168.1.101
https:/, Y} a 4 @9:59 EDT

shown: 99
STATE
open
open
open

Nmap in
Host is up
ALl l1eee s .168.1.101 are in
Not shown: 5 | ich)

Nmap done: 1 IP address (1 host up) scanned in ©.14 seconds

Pucynox 4.3 — CkannpoBaHue mopToB BUPTyasibHON MarmuHbl Linux UDP
CkanupoBanue poytepa, cooctsennoro 1K, BupryanpHoit Mamuabl Linux ¢

onpenenenneM Bepcun OC 1eneBoro y3ia:
/home/kali

1 Communications)

ction performed.
1 IP address

Host is up
Not shown:
PORT

osoft Windows ¢
all (JunOS

ection performed. Please repor 1y incorre y: a 1/ nma rg/submit/
: 1 IP address (1 h canned in 1

Pucynoxk 6 — Cxanuposanue noptoB cooctBenHnoro I[1K ¢ onpenenennem Bepcun OC
LIEJIEBOTO Y3JIa



/home/kali

-0 192.168.1.1081
Starting Nmap 7.92 ( https://nmap.org ) at 2823-83-24 1@:07 EDT
Nmap scan report for 192.168.1.101
Host is up (@.000046s5 latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/o:linux:linux_kernel:2.6.32
0S details: Linux 2.6.32
Network Distance: @ hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.18 seconds

Pucynoxk 7 — CkanupoBaHue MOopTOB BUPTYyaIbHOM MaluHbl Linux ¢ onpeaeneHueM
Bepcuu OC neneBoro ysna
CkanupoBanue poytepa, cooctBeHHoro [1K, BupryanpHoi Mamussl Linux ¢

OIIpCACICHUCM BC DCHM CETEBBIX CEPBUCOB:

/home/kali

sV 192.168.1.1
Starting Nmap 7.92 ( https://nmap.org ) at 2023-83-24 1@:1@ EDT
Nmap scan report for 192.168.1.1
Host is up (@.0@878s latency).
Mot shown: 998 closed tcp ports (reset)
PORT STATE SERVICE VERSION
23/tcp open telnet Pirelli VDSL router or ZyXEL Keenetic Omni telnetd
80/tcp open tcpwrapped
MAC Address: E8:37:7A:91:E6:56 (Zyxel Communications)
Service Info: Device: broadband router

Service detection performed. Please report anmy incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 3.37 seconds

Pucynok 8 — CkaHMpOBaHUE IOPTOB POYTEPA C OMPEAECICHUEM BEPCHIl CETEBBIX CEPBUCOB

/home/kali

sV 192.168.56.1
Starting Nmap 7.92 ( https://nmap.org )} at 2@23-83-24 18:13 EDT
Nmap scan report for 192.168.56.1
Host is up (©.20026s latency).
Not shown: 999 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
6881/tcp open bittorrent-tracker?
1 service unrecognized despite returning data. If you know the service/version, please submit the following finger
print at https://nmap.org/cgi-bin/submit.cgi?new-service :

Pucynok 9 — CxanupoBanue noptoB cooctBeHHoro [1K ¢ onpenenenuem Bepcuii ceTeBbIxX
CEpPBHUCOB

/home/kali
sV 192.168.1.101

Starting Nmap 7.92 ( https://nmap.org ) at 2823-83-24 1@:18 EDT
Nmap scan report for 192.168.1.101
Host is up (@.0000038s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
22/tcp open ssh OpenS5H 9.0pl Debian 1+bl (protocol 2.8)
8@/tcp open http Apache httpd 2.4.56 ((Debian))
Service Info: 0S5s5: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.19 seconds

Pucynoxk 10 — CkaHupoBaHue MOPTOB BUPTyaIbHON MaluHbl Linux ¢ onpeneineHnemM
BEPCHUIl CETEBBIX CEPBUCOB




| M scan_pc.pcap — a *
! Maiin  Pepaktposanwe [Mpocmotp 3anyck 3axeaT Adanms Cratnciwka TenedoHwms bBecnposoaHold  MHCTpymeHTl »
Am1® R QeEn»EFE S QRQA_QE
[l |ﬂ|JlIIIEHlITb OMCNNeRHBIR PUALTP ... <Ctrl-/> _L] +
No. Time Source Destination Protocol Length Info
249 ©.635386 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
250 8.635415 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
251 ©.635560 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
252 8.635596 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
253 8.635636 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2
254 9.635664 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2
255 ©.635693 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2
256 ©.635734 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2
257 8.635772 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2
258 ©.635849 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
259 0.714931 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.3
260 8.715435 CyberTAN_88:76:6b PcsCompu_22:46:4f : ARP 60 192.168.1.34 is at
261 1.183639 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.2 I
262 1.1084858 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.3
263 1.187797 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.4
264 1.113672 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.5
265 1.115016 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.6
266 1.115108 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.7
267 1.115151 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.8
268 1.115192 PcsCompu_22:46:4F Broadcast ARP 42 Who has 192.168.1.9
269 1.115224 PcsCompu_22:46:4F Broadcast ARP 42 Who has 192.168.1.1
270 1.118869 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
271 1.118963 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
272 1.2087566 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
273 1.207608 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.1
274 1.207623 PcsCompu 22:46:4F Broadcast ARP 42 Who has 192.168.1.2
> Frame 260: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 0
> Ethernet II, Src: CyberTAN_88:76:6b (28:39:26:88:76:6b), Dst: PcsCompu_22:46:4f (08:00:27:22 @
v Address Resolution Protocol (reply) LE' :
Hardware type: Ethernet (1) ad
Protocol type: IPv4 (©x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: CyberTAN _88:76:6b (28:39:26:88:76:6b)
Sender IP address: 192.168.1.34
ok mame . M e Am A AT fAs AT oAn A A —
(Ol 4 scan_pc.pcap || MNakeTel: 526 * MokasaHel: 526 [’_100.0%)” Mpocbune: Default

Pucynok 11 — Ananu3z nqoctynaoctu B Wireshark
N3 pucyHka 11 BUIHO, 4TO crcTeMa MPOU3BOAMIA IIMPOKOBEIIATENbHBINA 3a1IPOC HA
IpUHAIEKHOCTH K [P 13 3amanHoro nuanasoHa.
Anamm3 B Wireshark mpuBeaeH misi KakIoro M3 CKaHUPOBAHHS, HO K OJHOMY
YCTPOMCTBY, HJisi APYrMX YCTPOMCTB MNpUHUMI paboTel Nmap OyAeT aHaJornyeH
HUKEITPUBEACHHBIM.



(‘ scan_pc_syn.pcap - o X
®aiin Pepakimposanve Mpocmotp 3anyck 3axear Awvanus Cramcmka Teneomws  BecnposoaHoi MHcpymentsi Momouws
Am 1 ©® RE Q&= - =88a4a1m
[N Mpumenime aucnneitisiii duastp ... <Cirl/ = -]+
No. Time Source Destination Frotocol  Length Info
1 0.000000 192.168.1.101 192.168.1.1 DNS 85 Standard query @x848c PTR 1.56.168.192.in-addr.arpa
2 0.589604 192.168.1.1 192.168.1.101 DNS 85 Standard query response ©x848c No such name PTR 1.56.168.192.in-addr.arpa
35.071131 PcsCompu_22:46:4F ZyxelCom_9 6:56 ARP 42 Who has 192.168.1.17 Tell 192.168.1.101
4 5.879889 ZyxelCom_91:e6:56 PcsCompu_22:46:4F ARP 60 192.168.1.1 is at e8:37:7a:91:e6:56
> Frame 3: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) 0000 e8
> Ethernet II, Src: PcsCompu_22:46:4f (08:00:27:22:46:4F), Dst: ZyxelCom_91:e6:56 (e8:37:7a:91:e6:56) o010 [
v Address Resolution Protocol (request) 0020 L3
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x8806)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: PcsCompu_22:46:4f (08:00:27:22:46:4f)
Sender IP address: 192.168.1.181
Target MAC address: 00:00:00_00:00:08 (00:00:00:00:00:00) —
O F  Addenee Dacolition Bratncal fars) 29 bkale) Il raseers ve 4« nscsnmin o4 f1na nocy I P« oo

Pucynox 12 — Ananus ckanupoBanusi noptoB coocteHHoro IIK SYN B Wireshark

r
. M scan_pc_tcppeap

- [m] X
Qaiin  Pegaktvposanue [Mpocmotp 3anyck 3axsat Axanms Cratucwka Tenedonws Becnposoadod  WMucrpymentsr  Momows
| ® RE ] &=l = | e Q iF
[Ilﬂpnnemwb AucnneiiHslii puabTp ... <Ctrl-f GL] +
No. Time Source Destination Protocol Length  Info
1 0.000000 192.168.1.101 192.168.1.1 DNS 85 Standard query @x4f73 PTR 1.56.168.192.in-addr.ar
2 9.006592 192.168.1.1 192.168.1.101 DNS 85 Standard query response @x4f73 No such name PTR 1
3 5.847567 PcsCompu_22:46:4f ZyxelCom_91:e6:56 ARP 42 Who has 192.168.1.17 Tell 192.168.1.101
45.854868 ZyxelCom_91:e6:56 Broadcast ARP 60 Who has 192.168.1.1017 Tell 192.168.1.1
5 5.854895 PcsCompu_22:46:4f ZyxelCom_91:e6:56 ARP 42 192.168.1.101 is at 08:00:27:22:46:4f
6 5.054933 ZyxelCom 91:e6:56 PcsCompu_22:46:4f ARP 60 192.168.1.1 is at e8:37:7a:91:e6:56
7 15.520673 ZyxelCom_91:e6:56 Broadcast ARP 6@ Who has 192.168.1.347 Tell 192.168.1.1

Hardware size: 6
Protocol size: 4

Sender IP address:

Pucynox 13 — AHamu3 ckanupoBanus nmoptos coocteHHoro [IK TCP B Wireshark

> Frame 7: 60 bytes on wire (480 bits), 68 bytes captured (480 bits)

> Ethernet II, Src: ZyxelCom_91:e6:56 (e8:37:7a:91:e6:56), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (9x0800)

Opcode: request (1)
Sender MAC address: ZyxelCom_91:e6:56 (e8:37:7a:91:e6:56)

192.168.1.1

Target MAC address: 90:00:00_00:00:00 (00:00:00:00:00:00)

O Mvare [

o m A~ A N v Tl W E P 4



[‘ scan_router_udp.pcap - x|
| ®aiin  Pepaxtvposadwe [lpocmotp 3anyck 3axsar Ananms Cratucivka Tenedonus becnposogsord  Muctpymentsr  [Momouws
Ama® RE QesEFs J=aaal !
\I |I'Ipu|\emrb Ancnneinsii guaeTp .. <Clrl-/> -] +
No. Time Source Destination Protocol Length Info —
1 0.000000 PcsCompu_22:46:4f Broadcast ARP 42 Who has 192.168.1.17 Tell 192.168.1.101 I
2 9.007540 ZyxelCom 91:e6:56 PcsCompu_22:46:4f ARP 60 192.168.1.1 is at eB8:37:7a:91:e6:56
3 9.116497 192.168.1.101 192.168.1.1 DNS 84 Standard query @xc29@® PTR 1.1.168.192.1in-addr.arpa |
40.733892 192.168.1.1 192.168.1.101 DNS 84 Standard query response @xc290 No such name PTR 1.1.168.
5 0.76479@ 192.168.1.101 192.168.1.1 ubp 42 53780 » 19718 Len=0 |
6 0.765006 192.168.1.101 192.168.1.1 uDpP 42 53780 » 17424 Len=0 |
7 0.765066 192.168.1.101 192.168.1.1 ubp 82 5378@ > 36489 Len=40 ]
8 9.765502 192.168.1.101 192.168.1.1 UDP 42 53780 » 21360 Len=0 ]
9 0.765855 192.168.1.101 192.168.1.1 UDP 42 53780 + 19222 Len=0 :
10 ©.765957 192.168.1.101 192.168.1.1 ubp 82 53780 > 34577 Len=40 |
11 8.766002 192.168.1.101 192.168.1.1 ubp 42 53780 » 21207 Len=0 |
12 8.766049 192.168.1.101 192.168.1.1 ubp 82 5378@ > 41370 Len=40 1
13 0.766207 192.168.1.101 192.168.1.1 UDP 42 53780 » 21800 Len=0 [
14 ©.766267 192.168.1.101 192.168.1.1 UDP 82 5378@ + 49165 Len=48 —
1. 1. ICMP 0 nreachable) =
J1. J1. ICMP n unreach e (Po nreachable) ——
1. 1. ICMP noun ) (Po nreachable) —
. . ICMP n un ) (Por nreachable)
1. 1. ICMP N un 1le (Po nreachable)
1. 1. ICMP 110 Destination unr reachable)
774160 I .1.101 1.1 ubp 42 53780 » 28973 Len=0
22 0.774209 192.168.1.101 192.168.1.1 ubp 42 53780 » 21366 Len=0
23 0.774253 192.168.1.101 192.168.1.1 UDP 42 53780 » 9 Len=0
24 0.774290 192.168.1.101 192.168.1.1 UDP 42 53780 + 21674 Len=0
25 @.774325 192.168.1.101 192.168.1.1 ubp 44 53780 » 4666 Len=2
26 0.774361 192.168.1.101 192.168.1.1 uDpP 42 53780 » 17331 Len=0
> Frame 21: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) @008 e8 37 7a 91 e6 56
> Ethernet II, Src: PcsCompu_22:46:4f (08:00:27:22:46:4f), Dst: ZyxelCom 91:e6:56 (e8:37:7a:91:e6:56) 00 1c 60 d9 06 80 33 11
> Internet Protocol Version 4, Src: 192.168.1.1081, Dst: 192.168.1.1 01 61 d2 14 71 2d @@ 68
v~ User Datagram Protocol, Src Port: 53788, Dst Port: 28973
Source Port: 53780
Destination Port: 28973
Length: &
Checksum: @x38e5 [unverified]
[Checksum Status: Unverified]
[Stream index: 11]
I
@ 7 scan_router_udp.pcap NakeTbl: 2966  Mokasawel: 2966 (100.0%) Mpodune: Default

Pucynoxk 14 — Ananu3 ckanupoBanus noptoB poyrepa UDP B Wireshark

UDP ckanupoBaHue paboTaeT IyTeM IOChUIKM Iyctoro (6e3 manHeix) UDP
3arojoBKa Ha Kaxibld 1eneBodt mopT. Ecim B orBer mpuxoaut ICMP ommbka o
HEJOCTHKUMOCTH MOPTa, 3HAYUT, MOPT 3aKphIT. [pyrue ICMP ommOku HEJOCTUKUMOCTH
yKa3bIBalOT Ha TO, 4TO mopT Quubrpyercs. MHorma, cmyxba Oymer orBewarb UDP
MaKeTOM, YKa3bIBasi Ha TO, YTO TIOPT OTKPHIT. Eciiu mociie HECKOIbKUX MOMBITOK HE OBLIO
MOJIYYeHO HUKAKOTO OTBETA, TO MOPT KIACCHPUIIUPYETCA KaK OTKPBIT/PUIBTPYETCS. ITO
03HAYAET, YTO TIOPT MOXKET OBITh OTKPHIT, UM, BO3MOXKHO, MAKETHBIA (QUIBTP OJIOKHPYET

€ro.



{‘ scan_network_pc.pcap - ] X 1
| Qaitn  Pepaktvposanwe [lpocmotp 3anyck 3axsaT Adanus Cratuctuka Tenedonws becnposoaHod  WMHcTpymenTol  [Momolls
AmI® REB QeE=msEF &= = QQQF
‘ﬂ‘ﬂplIHEHH'b AncnnedHslid guasTp ... <Ctrl g |+
No. Time Source Destination Protocol Length Info
31 95.571006 fe8@::541e:3e3d:2cf... f02::16 ICMPvE 90 Multicast Listener Report Message v2
32 95.572331 192.168.1.34 224.0.0.22 IGMPv3 6@ Membership Report / Join group 224.8.0.252 for any sources
33 95.572866 feB8@::541e:3e3d:2cf... £fB2::16 ICMPvE 90 Multicast Listener Report Message v2
34 95.573095 192.168.1.34 224.9.9.22 IGMPv3 60 Membership Report / Leave group 224.0.0.252
35 95.584672 fe8@::541e:3e3d:2cf.. f02::16 ICMPvE 90 Multicast Listener Report Message v2
36 95.585072 192.168.1.34 224.0.0.22 IGMPv3 6@ Membership Report / Join group 224.8.0.252 for any sources
37 95.587339 192.168.1.34 224.9.0.251 MDNS 81 Standard query ©x@000 ANY LAPTOP-895EV67M.local, "QM" question
38 95.588331 fe8@::541e:3e3d:2cf... ff02::fb MDNS 101 Standard query 0x@000 ANY LAPTOP-@95EV67N.local, "QM" question
39 95.588709 192.168.1.34 224.8.08.22 IGMPv3 60 Membership Report / Join group 224.08.@.252 for any sources
4@ 95.588838 fe80::541e:3e3d:2cf.. £f02::16 ICMPvE 90 Multicast Listener Report Message v2
41 95.589211 fe8@::541e:3e3d:2cf... f02::1:3 LLMNR 95 Standard query @x4e5e ANY LAPTOP-@95EV67N
42 95.589814 192.168.1.34 224.0.0.252 LLMNR 75 Standard query @x4e5e ANY LAPTOP-@95EV67N
43 95.589815 fe80::541e:3e3d:2cf.. £f02::fb MDNS 139 Standard guery response @x0000 AAAA fe80::54le:3e3d:2cf7:c4d ..
44 95.591433 192.168.1.34 224.9.0.251 MDNS 81 Standard gquery ©x@008 ANY LAPTOP-B95EV67N.local, "QM" question
45 95.591867 fe8@::541e:3e3d:2cf... £f0 MDNS 101 Standard query 0x@000 ANY LAPTOP-@95EV67N.local, "QM" question
46 95.592873 fe8@::541e:3e3d:2cf... ff02::fb MDNS 139 Standard query response @x0000 AAAA fe8@::541e:3e3d:2cf7:cad ..
47 95.593191 192.168.1.34 224.0.0.251 MDNS 119 Standard guery response @x0000 AAAA fe80::54le:3e3d:2cf7:c4d ..
48 95.596071 192.168.1.34 224.9.9.251 119 Standard query response @x0000 AAAA feB8@::541e:3e3d:2cf7:c4d ..
49 96.725659 192.168.1.34 192.168.1.255 92 Name query NB LAPTOP-@95EV67N<1c>
5@ 97.475673 192.168.1.34 192.168.1.255 92 Name query NB LAPTOP-@95EV67N<1c>
51 98.225281 192.168.1.34 192.168.1.255 92 Name query NB LAPTOP-@95EV67h<lc> —_—
52 160.606256 192.168.1.34 239.255.255.2560 SSDP 210 M-SEARCH * HTTP/1.1
53 101.608414 192.168.1.34 239.255.255.250 SSDP 218 M-SEARCH * HTTP/1.1
54 1082.611752 192.168.1.34 239.255.255.250 SSDP 210 M-SEARCH * HTTP/1.1
55 1683.618816 192.168.1.34 239.255.255.250 SSDP 21@ M-SEARCH * HTTP/1.1
56 107.829482 ZyxelCom 91:e6:56 Broadcast ARP 60 Who has 192.168.1.347 Tell 192.168.1.1
> Internet Protocol Version 4, Src: 192.168.1.34, Dst: 192.168.1.255 ff £f £ff ff ff £ff 28 39 2
v User Datagram Protocol, Src Port: 137, Dst Port: 137 00 4e 37 98 00 00 40 11 b
Source Port: 137 @1 ff 60 89 80 89 @0 3a 4
Destination Port: 137 00 00 00 00 60 00 20 45 4
Length: 58 50 46 41 43 4de 44 41 44 4
Checksum: @x48af [unverified] 47 44 48 45 4F 42 4d 60 9
[Checksum Status: Unverified]
[Stream index: 1]
> [Timestamps]
UDP payload (50 bytes)
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Pucynok 15 — Ananus ckanupoBanust noptoB cooctseHHoro [1K ¢ onpenenennem

Naketei: 60 * MokazakHe: 60 (100.0%) Npodpmne: Default

Bepcuil ceTeBbIX cepBucoB B Wireshark

B nannom ciydyae TCP win UDP He Obuin 0OHapy eHBbI, HO MOCJE TOr0 KaK KaKue-

60 TCP w/unu UDP OyayT oOHapy:keHbl, Nmap Ha4HET ONpaniuBaTh 3TH MOPTHI, YTOOBI
OTIPEJIENINTh, KAKHE CIIyKObl UX JEHCTBUTEIBLHO UCIONB3YIOT. ba3a JaHHBIX nmap-service-
probes coAepKUT 3arpochl g 00palleHus: K pa3IuyHbIM CIy>K0aM U COOTBETCTBYIOIIKE
BBIPDAXKEHUSA [JI1 PAclo3HABaHWA M aHAIW3a OTBETOB. Nmap NBITAETCA ONPEACIINUTH
OPOTOKOJ CIY>KObI, MMsI MPHJIOKEHUS, HOMEpP BEpPCHUHM, UMS XOCTa, THUI YCTpPOMCTBA,
cemeiictBo OC 1 uHOTIAa pa3inyHbIC UHBIC ACTATH.

BriBoa: m3yumiia 1 0CBOMIIa HaBBIKM Pa0OTHI CO CKAaHEPAMH YSI3BUMOCTEH.




